Pixel Based Image Forensic Technique for Copy-move Forgery Detection Using Auto Color Correlogram  by Malviya, Ashwini V. & Ladhake, Siddharth A.
 Procedia Computer Science  79 ( 2016 )  383 – 390 
Available online at www.sciencedirect.com
1877-0509 © 2016 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of the Organizing Committee of ICCCV 2016
doi: 10.1016/j.procs.2016.03.050 
ScienceDirect
7th International Conference on Communication, Computing and Virtualization 2016 
Pixel based Image Forensic Technique for copy-move forgery 
detection using Auto Color Correlogram. 
Ashwini V Malviyaa,*, Siddharth A Ladhakeb 
aSipna College of Engineering and Technology, Amravati,444701,India 
bSipna College of Engineering and Technology, Amravati,444701,India 
  
Abstract 
The credibility of a digital image plays a generous role in blind Image forensics. We focus on detection of a typical kind of 
forgery, referred to as copy-move forgery, which is commonly practiced in the field of blind image forensics. In this kind of 
forgery as the forged region belongs to same image, it introduces inconsistency at pixel level in the tampered image. In the 
proposed work, we exploit a content based image retrieval feature extraction technique for detection of forgery. Auto Color 
Correlogram, which is a low complexity feature extraction technique, is employed to obtain feature vectors from the forged 
image. ACC is not used for detection of copy-move forgery in the previous detection schemes. The scheme is also successful in 
detecting forged region which is scaled or rotated on pasting, also effectively detects multiple region duplication within the 
image. 
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1. Introduction 
With technology flourishing all over the world, the use of different software tools in every field is common. The 
tampering of a digital image is neither new nor recent. But the powerful photo editing software packages which are 
easily available make it very easy to manipulate an image. The credibility of digital image or the authenticity of the 
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image is a challenging task in blind image forensic. There are several types of tampering. It is difficult to determine 
the kind of tampering the image is subjected to.  
Out of numerous forgeries we concentrate on the copy-move forgery. In this kind of forgery the portion from the 
image is copied and pasted in the same image either to hide an undesirable object or to enhance the content of the 
image. This forgery is also referred to as copy-paste forgery or cloning. On the basis of fact that the manipulated 
image does not show any traces of tampering when viewed by naked eyes, but it does create glitches at pixel level. 
This makes detection of this forgery possible. There are several methods for detection of copy-move forgery. In the 
next section of the paper, we discourse the methods employed for detection of this forgery. 
2. Related work 
The common method used by several researchers for forgery detection is dividing the image into blocks and then 
extracting features of the blocks. Considering the time complexity reduction, DCT [2] and PCA[3] was applied to 
the blocks to fetch feature vectors from the block. Lexicographical sorting was used to sort the vectors. Similarity 
measures like Euclidean distance determined the forged region by comparing the blocks. In the method proposed by 
[4], the image is divided into blocks and block characteristics are derived for each block and are the matched to 
detect the forgery. In another passive approach by G. Li in [5] used a combination of DWT and SVD, to obtain a 
reduce dimension representation, and further obtained SV vectors are sorted to get an exact match.  
Many a times, retouching of the copied portion to be camouflaged with the image content is carried out to make 
forgery untraceable. Huang et al. [6] obtained the scale invariant features transform descriptors of an image, as they 
are immune to transformations. Later I. Amerini et al. [11], improvised the SIFT technique for detection of forgery. 
Bayram et al.[9], exploited the Fourier Mellin transform for feature extraction and detected the forgery by counting 
bloom filters. 
 B. L. Shivakumar et al. [10], introduced the speed up robust features laterally with KD tree to detect the cloned 
region effectively. Jing Ming Guo et al. [13], presented an efficient algorithm using ANMS along improvised daisy 
descriptor to identify the forgery. . Leida Li et al. [14] divided the image in circular blocks after filtering it. Feature 
vectors derived by extracting Polar Harmonic Transform are then sorted lexicographically and identical portion are 
detected by post processing of matching similar block pair. 
Recently Gabor magnitude of image was used for feature extraction by Chen-Ming Hsu et al. [15]. In this 
approach Gabor filter is applied to the blocks of image and features are extracted by histogram of Gabor magnitude. 
Further similar matches are detected by sorting and post processing. The cluster expanding block algorithm is 
improvised in the method proposed by Cheng-Shian Lin et al. [16]. In this approach the computational time is 
reduced. The method is effective in improving the computation time by 10%. 
It is very evident from the literature that the forgery detection techniques discussed have their pros and cons. 
Many of the schemes propose feature extractions which are invariant to transformations such as blurring, distortion, 
rotation, scaling and translation. But such schemes are expensive and complex. In this paper we exploit the Auto 
Color Correlogram (ACC) of an image to extract features. ColorAutoCorrelogram is used expansively for Image 
Retrieval schemes. The color Correlogram proposed by [7], was enhanced for spatial color indexing as ACC by 
Tungkasthan et al. [8].  The proposed scheme for feature extraction is simple and robust. 
 
3. Proposed Method 
The proposed method has the following steps: 
 
x Preprocess the image by filtering noise and divide the image into M x N blocks. 
x Subject each block to 8Z affine transformation. 
x Feature extraction of each block by extracting Auto Color Correlogram of each block. 
x Finding match using similarity measure to detect the forgery. 
The query image is prepped by filtering the image for removing noise. Further the image is divided into 
overlapping blocks. To make the forgery undetectable, many a times the copied region before pasting is subjected to 
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transformation such as rotation and scaling. Also the forged region is retouched to blend with the background. 
Taking this into account, the method differs from the traditional methods previously employed. The image is divided 
into blocks and each block is subjected to 8Z affine transformation. The figure 1 shows the 8Z affine transformation 
of a single highlighted block of the image. Further Auto Color Correlogram of each block is extracted. 
 
 
 
  
  
  
  
 Fig. 1. Affine transformation of each block 
3.1. AutoColorCorrelogram 
Auto Color Correlogram (ACC) is an integration of Correlogram and Color correlation. ACC Algorithm was 
introduced by [8], for spatial color indexing. The feature is used basically in image retrieval system.  The ACC takes 
into account all the pixels of Color Cj at a particular distance from all the pixels of color Ci to compute the mean 
color. It is formulated as follows: 
 
ܣܥܥሺ݅ǡ ݆ǡ ݇ሻ ൌ ܣݒ݃ߛ஼೔௏஼ೕ
ሺ௞ሻ ሺܫሻ  
                     ൌ ቄܣݒ݃ߛ஼೔஼ೕೝ
ሺ௞ሻ ሺܫሻǡ ܣݒ݃ߛ஼೔஼ೕ೒
ሺ௞ሻ ሺܫሻǡ ܣݒ݃ߛ஼೔஼ೕ್
ሺ௞ሻ ሺܫሻቚܥ௜ ് ܥ௃ቅ                                                                        (1) 
 
Where I(x,y) is the original image with x=1,2,….,M  and y=1,2,…,N.  It is quantized in C1,C2, ……., Cm colors, 
where kЄ[min(M,N)] is the distance between the pixels, VCj gives the RGB value of the color m of the image 
[8].The arithmetic mean colors are obtained by the following formula: 
 
 
ܣݒ݃ߛ஼೔௏஼ೕೣ
ሺ௞ሻ ሺܫሻ ൌ 
ς ሺூሻሺೖሻ಴೔ೇ಴ೕೣ
ς ሺூሻሺೖሻ಴೔಴ೕ
อ ݔ ൌ ݎǡ ݃ǡ ܾ                                  (2) 
The denominator gives total of color Cj pixel color values separated by k distance from color Ci  pixels, and VCjx 
gives RGB color value of Cj, Cj≠0. N is number of accounting color Cj at distance k from color Ci, formulated as, 
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ܰ ൌ ς ሺܫሻ ൌ ൜ ܲሺݔଵǡ ݕଵሻ߳ܥ௜ȁܲሺݔଶǡ ݕଶሻ߳ܥ௝Ǣ݇ ൌ ݉݅݊ሼȁݔଵ െ ݔଶȁǡ ȁݕଵ െ ݕଶȁሽǢ
ሺ௞ሻ
஼೔஼ೕ                                                                                       (3) 
3.2. Forgery Detection 
The feature extracted from each blocks forms row in a matrix. Manhattan distance is used as similarity measure 
for finding the exact match. Euclidean distance is used in many of the previous literature for matching the features 
for copy-move forgery detection techniques. We differ from the rest by using Manhattan distance to determine the 
distance between two feature vectors. Compared to Euclidean distance, Manhattan distance gives low computational 
complexity. The Manhattan distance is also referred as L1 norm. The Manhattan distance between two pints s=(x1, 
y1) and t=(x2, y2) is formulated as  
 
MH (s, t) = |ݔଵ െ ݔଶ|+|ݕଵ െ ݕଶ|                 (4) 
 
Instead of two dimensions, if the points have n dimensions, such as a = (x1,x2,….., xn ) and b = (y1,y2,…., yn) then, 
above equation  can be generalized by defining the Manhattan distance between a and b as  
 
    ܯܪሺܽǡ ܾሻ ൌ ȁݔଵ െ ݕଵȁ ൅ ȁݔଶ െ ݕଶȁ ൅ڮ൅ ȁݔ௡ െ ݕ௡ȁ   ൌ σȁݔ௜ െ ݕ௜ȁ             (5) 
For i =1, 2…, n.  
The simplicity and robustness of the L1 norm makes it appropriate for comparing auto color Correlogram of two 
blocks. The features of each block are compared with the feature vector of every other block of the image to find the 
match. The method uses the d1 distance metric [7], as follows,. 
ȁܫ െ ܫᇱȁఊǡௗଵ ؜ σ
ฬఊ಴೔಴ೕ
ሺೖሻ ሺூሻିఊ಴೔಴ೕ
ሺೖሻ ሺூᇲሻฬ
ଵାఊ಴೔಴ೕ
ሺೖሻ ሺூሻାఊ಴೔಴ೕ
ሺೖሻ ሺூᇲሻ௜ǡ௝ʲሾ௠ሿǡ௞ʲሾௗሿ                                                                   (6) 
Where I and I’ are two blocks of the image, features of each block will be compared with every other block for 
finding the match. 
 
4. Experimental Visual Results 
The image database used is CoMoFoD database which is made available online by [17]. It consists of 260 image 
sets, of small and large categories. We have considered the 200 image set in small image category (512x512). The 
method introduced in this paper is been implemented on small image category. Various transformations such as 
translation, rotation, scaling, distortion and combination are applied to the images in the database.  
 
Figure 2, shows the detection by proposed method. Here the pasted region has not undergone any kind of 
transformation. Figure 3, shows detection of forgery, when the copied part is scaled on pasting. The scheme is 
accurately able to detect the forgery. Figure 4, shows an image tampered with multiple copy-move attacks in the 
image. The proposed scheme is competent in detection of multiple forgeries in single image. 
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          (a)                  (b)   
Fig. 2. (a) The Plain Copy-move forged image. (b) Forgery Detection  
  
(a)                                                         (b) 
Fig. 3. (a) The scaled forged region. (b) Forgery Detection 
     
  
                 (a)                    (b)   
Fig. 4 (a) A multiple Copy-move forged image. (b) Forgery Detection  
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(a)                                                                  (b) 
    
 
                                       (c) 
Fig. 5 (a), (b) and (c) Original images which were then tampered plain, scaled and multiple copy-move forgery 
It is clear from figure 5, that the copy-move forgery is carried out in varying behavior.  The car is copied without 
any transformation as seen in figure 2(a). While the bird is scaled to a smaller size in the image, before pasting, as 
shown in figure 3(a). For image in figure 4(a), the black car is copied twice to enhance the content of the image. 
Thus the proposed scheme is accurate in detecting transformed duplicated region. 
5. Experimental Statistical Results 
Matlab R2010b version is used on 64 Bit Windows with 8 GB RAM to evaluate timing performance. 
400 random images from the database are considered for copy-move forgery detection in our system. 
The detection of forgery is accessed by the true positives and false positive outputs. The parameters 
used to assess our technique are precision  ݌௥ , recall ݎ௖and F1 score, which are calculated as follows: 
 
  
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݌௥ ൌ ௧೛௧೛ା௙೛ ݎ௖ ൌ
௧೛
௧೛ା௙೙               ܨͳ ൌ
ଶ௣ೝ௥೎
௣ೝା௥೎ 
(7) 
      
Forged images correctly detected are Forged images correctly detected are tp. Images wrongly detected as forged 
are termed as fp Tampered images that are falsely missed are termed as fn. The results obtained for the database 
are presented in Table 1.  
 
Table 1. Experimental results for 400 Images. 
 
Images  True Positive(tp) False Positive(fp) False Negative(fn) Precision(pr) Recall(rc) F1 
400 database 
images 352 16 32 .9565 .9167 .9362 
 
A comparison with prevailing methods [12] also shows that the proposed method efficiently detects the forgery. 
The table 2 shows a comparative analysis of few previous methods employed for copy-move forgery detection. 
Table 2. Comparative Result 
 
Feature extraction methods Precision (%) Recall(%) F1 (%) 
DCT 78.69 100 88.07 
PCA 84.21 100 93.20 
SURF 91.49 89.58 90.53 
Proposed ACC 95.65 91.67 93.62 
 
4. Conclusion 
The copy-move forgery or cloning is extensively practiced to enhance the content of the image. Various 
methodologies, varying in terms of segmentation of image, feature extraction, sorting and detection schemes have 
been proposed by researchers. The problem is interesting in itself.  A lot of effort has been done on identifying 
relevant features for detecting duplicity of object in an image. The proposed method uses an ACC which has not 
been used for copy-move forgery detection. The scheme is successful in accurately detecting the duplicated region. 
Also it is robust to transformations, such as scaling, translation and rotation. ACC is simple and a low complexity 
feature extraction scheme, along with the L1 norm, it is effective in detecting multiple copy-move forgeries in same 
image. 
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